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Once each year, the Federal Bureau of Investigation issues a national report titled, the Uniform Crime Report (UCR) which tallies crime statistics in the United States. According to 2007’s UCR, there were over 526,000 robberies that occurred nationwide.  This number equates to approximately one occurrence of robbery for every minute of every day; this is an astonishing frequency.  Because of this, business owners and managers must not allow themselves or their employees to become complacent with regards to their company’s robbery prevention efforts.  Although people often use the two terms interchangeably, robbery and burglary actually have very distinct legal definitions; according to security and loss prevention expert, Philip Purpura, “Robbery is the taking of something from an individual by force or threat of force.  Burglary is unlawful entry into a structure to commit a felony or theft (Purpura, 2002, p. 382).”  In simple legal terms, burglary is a property crime and robbery is a crime against people; robbery is a violent crime and one which often has devastating consequences.   
Without question, robbery is an unfortunate and frightening aspect of working in an environment where cash, jewelry or other valuable items are readily available.  For most retail, bank, restaurant and other similar types of workers, even thinking about enduring an armed robbery is a terrifying prospect; those employees who have experienced one will confirm that their fellow workers’ anxiety is well-warranted.  Fortunately, the majority of retail and hospitality personnel will never be subjected to the violence of an armed robbery, but their employers must nevertheless be ready to help them prepare for such an eventuality.  An important and necessary first-step of any robbery prevention program is to arm employees with the necessary information, and, secondly, to follow it up with continuous prevention training.  Unfortunately, most employers’ robbery prevention programs either fall short or they focus on perfunctory aspects.  The following robbery prevention and post-robbery white paper has been written to help business owners and managers create and implement their own robbery prevention and post-robbery program, and it will focus on three key concepts: prevention, safety and post-robbery follow-up.  
The motivation behind creating and implementing a robbery prevention program is to help businesses become a more difficult and thus undesirable target.  Generally speaking, most robbery prevention handbooks contain information and strategies which help businesses “harden the target,” or ways in which to reduce the amount of available cash or other valuables that are often taken during robberies.  However, many companies’ robbery prevention programs tend to ignore two other important characteristics: training employees how to engage in behaviors that will reduce the likelihood of injury during a robbery, and they often fail to provide information regarding post-robbery procedures.  So, by combining all aspects of robbery prevention into a coherent and well-organized program, business owners and managers stand a much better chance of reducing the odds that their business will be robbed or that injuries will occur.    
Any worthwhile robbery prevention program should begin with an examination of ways in which to “harden the target,” or what is commonly referred to as improving a business’ physical security measures.  Physical security is an expression often used by security professionals which describes the equipment and methods that help protect a building, its occupants and the contents contained within.  “Hardening the target” generally involves installing or improving the physical security devices within an organization’s premises.  Physical security devices are items such as: alarm systems, safes, cameras, bullet-proof glass, physical barriers, warning signs, etc.  Although none of these security devices are foolproof, each has proven to be an effective deterrent against such crimes theft, burglary and robbery.  In order for business owners and managers to make informed decisions regarding what types of physical security devices are needed for their business’ robbery prevention programs, each must be explained in greater detail.   
Alarm systems are usually installed in buildings and businesses to help protect against burglary, but they are perhaps one of the most important robbery prevention tools within a company’s security arsenal.  As such, it is imperative that business owners and managers not only ensure that their systems are properly maintained and in good working condition, but that they and their employees understand how to correctly operate their system.  As noted, alarm systems are installed to prevent financial losses which result from burglaries, and once set, it will send either a silent alarm to a remote-monitoring station or activate an audible siren.  An alarm system has several major components: the control panel or “brains,” operator keypad, various sensing devices and a communication link.  In addition to the various parts, it is a good idea to ensure that there are plenty of alarm system warning signs and stickers posted around the business, as this is an excellent and inexpensive form of burglary and robbery deterrence.  
However, in terms of robbery prevention, there is a very important device which, is usually purchased as an extra, can be an important part of the alarm system; it’s often referred to as a “panic button” or “panic device.”  There are two types: one is a stationary button that is fixed or “hardwired” and usually placed strategically throughout a business location, and the other is a handheld device which is usually carried by managers or other key personnel.  In the event of a robbery or any life-threatening situation, employees should attempt to push the panic buttons, and once activated the device will send a silent signal to the alarm monitoring station.  Once received, the alarm operator will immediately contact local law enforcement.  It is worth mentioning that audible alarms should not be used for robbery situations, for the irritating sound can cause the robber to panic, thereby increasing the likelihood of injuries or hostage situations.  Although panic buttons are excellent devices and should be part of your business’ prevention program, there are several very important precautions that should be taken into consideration.
It is well-known by robbers that many businesses utilize silent alarms and panic devices, so it’s not uncommon for them to immediately instruct all employees to step away from, cash registers, counters and walls (where buttons are likely to be placed).  In the interest of safety, employees should be instructed to immediately comply with the robber’s demands, and only when it is safe to do so should they activate the nearest panic button; keeping in mind that any sudden movement could alarm the robber.  One of the greatest misconceptions regarding panic buttons is that many employees mistakenly believe that they replace the telephone, so even if a panic device has been successfully activated, once the robber has left the building, employees should immediately dial 9-1-1, as it is possible the panic device failed to work.  Furthermore, the employee not only needs to ensure the police are responding, but also to communicate whether there were any injuries and any pertinent suspect information.  
In addition to the hardwired panic buttons, some companies also use handheld panic devices, which can be carried in pockets, on a belt, or worn around the neck.  The handheld device is designed to circumvent the robber’s demand for making employees move away from work areas.  An important security precaution, however, is that the locations of panic devices and those who carry the handheld variety should remain strictly confidential.  Employees should be instructed that they must never discuss confidential security information with anyone outside the business; doing so exposes themselves and their coworkers to increased risk.  As such, it is worthwhile to have all employees read and sign a confidentiality agreement.  Lastly, another issue associated with handheld devices is accidental activation, so it is extremely important that employees wear the devices in such a way as to minimize a false activation.  If there are too many false alarms, the police may issue a citation, but also be less likely to respond in an expedient manner.  
Maintaining an alarm system is vital to protecting a company’s assets and protecting its employees.  So, once a panic device has been activated, it is very important that a responsible employee checks with the alarm provider to ascertain whether the panic device has reset and is in proper working condition.  If not, some burglar alarm systems will not be able to be activated, or it is possible that the panic buttons will not operate the next time they are needed.  In addition, it is also recommended that a responsible employee tests the panic devices at least two-times per year.  To do so, this employee should contact the company’s alarm monitoring station and have them place the system in test mode.  Once the system is in test mode, the responsible employee will need to push each button and then wait for the operator to inform him or her whether a signal was received; if not, repairs should be made immediately.  Just prior to a robbery, robbers have been known to sever phone lines, so, aside from the usual phone line connection, a secondary alarm communication device such as a cell phone should be added to the system.
In addition to burglar alarm systems, a safe is an excellent way to keep cash and other valuables protected against theft or fire.  However, unless a safe has a time-delay lock installed, it is important to understand that it isn’t a robbery deterrent but rather the robber’s target.  A time-delay is an electronic lock which can be installed as an alternative to a standard combination or key locks, and it helps to prevent the safe from being opened until after a specified amount of time expires – usually five to ten minutes.  Time-delay locks do provide certain advantages, but, as is the case with any robbery prevention technique, there are several important precautions regarding time-delay safes and their appropriate use which business owners and managers need to consider.
Contrary to what many people think, a time-delay safe should be kept in a public area, as this helps reduce the likelihood of employee injury.  For example, the safe should be placed behind the sales counters or near the manager’s work area or office, but out in public view.  In addition, it is a good idea to install both a hidden panic button and a camera near the safe.  Furthermore, to ensure safety, if a safe has a time-delay lock installed, make certain that liberal amounts of warning signs and stickers have been placed in very conspicuous locations, such as: the front doors, behind and on top of counters, on or near the safe and front windows, etc.  Any personnel who operate the time-delay safes should be told the exact amount of the delay period, and it’s also a good idea to post the delay time near or even on the safe.  This makes it clear to the robber that the manager doesn’t have any control over the amount of time it takes to open the safe.  Lastly, when operating their businesses, managers often times become annoyed because they’re required to wait the delay period, so oftentimes they will leave the safe slightly ajar, or what is called “day lock.”  However, it is vital they understand that this action places them and their coworkers in danger, so company policy should be written to prohibit this action.
Along with alarms systems and safes, cameras and recording devices are another key piece of every robbery prevention program, and in the United States, surveillance cameras have become a ubiquitous aspect of modern society.  The ever-present surveillance camera has proven itself to be an effective tool with regards to apprehending and prosecuting robbery suspects.  In contrast to public broadcasting, closed circuit television (CCTV) images are fed directly to a closed group of monitors; usually inside a security monitoring room or within an enclosed room inside a building.  CCTV has been used effectively by businesses and others as evidence in court; to protect assets, and to identify criminals, but perhaps its greatest element is its deterrent effect.  Oftentimes, businesses display their images directly on public-view monitors which are placed strategically at the front entrances.  In effect, as they’re entering a business location, people, and robbers, are able to see themselves on the security monitor, and making images public has been known to produce a fairly robust deterrent effect.  
Business owners and managers need to keep in mind that cameras are just one part of the video surveillance package, and they should take care to choose a quality recording device.  Some businesses still use the old-style video cassette recorders (VCR), and these systems require the purchase and maintenance of a large number of bulky video cassettes.  Fortunately, modern technology has delivered vast improvements in recording technology, and with the advent of digital video recorders (DVR), surveillance images can now be stored directly onto computer hard drives and other easily-transported digital storage devices.  Previously, a VCR tape could hold approximately eight-hours and up to 24-hours when images were recorded under time-lapse, but when using digital video, business owners are able to record 30-days or more on a single hard drive.  
Surveillance is a very effective robbery deterrent, but oftentimes robbers will force the manager to give them the tape or CD just before they exit, or sometimes robbers have even stolen the entire recording unit.  Because of this risk, it is a great idea to have a “dummy” recording device right in plain view.  In the event that a robber demands the tape or CD, the manager can simply provide him with a blank, yet, the actual surveillance recording unit or media will be left intact.  In the event that a company makes the decision to use a “dummy” recording device, only the most trusted employees should be made aware of that fact.  Furthermore, some digital video recorders are enabled for web-based recording, and in this instance surveillance images are stored on both the local hard drive and on a remote storage facility; in the event of theft, sabotage or damage, this protects the images for law enforcement.  Although it is good prevention policy to have public view monitors at entrances, the field of view for the remaining cameras should be kept confidential.  Sadly, with many robberies there is an internal connection, and dishonest employees will communicate this information to robbers.
In addition to other physical security techniques and devices, there are a several other supplementary measures which businesses can use to help protect against robbery.  Primarily, the use of physical barriers such as cages or bullet-resistant glass is an excellent way to keep employees safe.  However, these bring their own complications because robbers have been known to seize someone outside the secured area and then demand that the employee opens the cage.  It is thus recognized that a physical barrier is merely a prevention tool, and, in order to prevent injury, the employee should immediately comply and open the secured area.  Another sometimes useful method of robbery prevention is for businesses to hire a security guard.  However, if the security guard is armed, his or her training becomes a critical issue, so businesses must ensure that guard is properly trained regarding robbery prevention techniques.  Last, but certainly not least, limiting the amount of available cash within a business is paramount, so armored couriers should be used for making banks deposits, and cash pulls or “skims” should be done to limit the amount of money inside registers.  However, this should be done only when the there are a minimal number of customers inside the business.  Furthermore, warning placards and stickers should be posted notifying any potential robbers that the business uses armored couriers, and that only a limited amount of cash is on the premises.
Business owners and managers must also consider additional operating measures.  For example, the opening and closing procedures; these refer to the actions or procedures that employees are required to take prior to beginning or ending the business day.  At opening, it is a good idea for employees to take notice of anyone waiting inside parked vehicles or people loitering around the building, and, prior to entering, they should examine the building for any signs of forced-entry.  If any signs of suspicion are noted, the employees should not enter the building but wait outside and call the police.  Prior to locking the doors, employees should check all areas of the store to ensure that no one is hiding inside the business.  Adequate lighting and windows that are free from clutter will help to ensure that there is good visibility, and this also enables the police to look inside as they perform routine patrols.  In order to help assure everyone’s safety, only one employee should exit the building after closing, and, if all is clear, he or she should then give the others the “thumbs-up” signal.
Despite the best of prevention efforts, robberies are still going to occur, so when they do, properly trained employees are the key to increasing safety and improving the chances of apprehending the robber.  During a robbery, it is vital that employees make every effort to remain clam, as this will help them to think clearly and also remember important details about the robber.  Most important of all, employees must never argue with or delay a robber, nor should they make any sudden movements or attempts to apprehend or chase a robber; doing so only places themselves and everyone else in jeopardy.  Employee and customer safety is the primary concern during a robbery, so company training programs should focus primarily on ways to foster appropriate employee behavior during a robbery.  The secondary concern is apprehending the robber, and there are a number of important ways that employees can help the police make an arrest.
Once the robbery has concluded and the suspect has exited the building, there are a number of very important post-robbery actions that the employees need to complete.  First of all, ascertain whether anyone was injured, and, at the same time, a responsible employee should immediately dial 9-1-1.  While on the phone, the employee should speak clearly, calmly and then inform the operator that the business was just robbed, not burglarized; this is an important distinction because the police will respond very differently to each crime.  In addition, provide the business address and explain whether there were any injuries, then relay any pertinent suspect information, such as: physical description, racial background, clothing, weapon type, vehicle description, direction of travel and any other relevant suspect information.  Incoherent and emotional people will only confuse pr delay the police response, so it is very important that a only a calm employee makes the phone call to the police. 
A clearly-defined post-robbery plan is not only crucial for ensuring that the police department and medical personnel are responding, but it also helps to ensure that physical evidence and other important information are preserved.  As soon as the robber exits, a responsible employee should lock the front doors, and then politely ask that all customers remain until the police arrive.  Because the police officers will be unable to distinguish employees from the robbery suspect, everyone should remain inside until after the police make contact.  If some customers refuse to remain, an employee should attempt to get their personal contact information.  In order to preserve important physical evidence, a manager or other responsible employee should immediately move all employees and customers away from areas where the robber might have gone or touched: cash registers, door handles, counter tops, glass cases, etc.  Once people have been moved from affected areas, a responsible employee should ask every employee and customer to begin completing a suspect identification form and write witness statement.  This should be completed as soon as possible because, if the witnesses engage in too much discussion regarding the incident, their memory of what occurred can become clouded or contaminated and important information can be lost.

Heretofore, this examination has focused on prevention efforts, employee and customer safety and what employees should do after a robbery has occurred.  However, there is another important and sinister aspect of robberies.  It is well-known by police and security personnel that many robberies are a result of inside information, or as is often said, “An inside job.”  Although it can be unpleasant, business owners and managers must consider the possibility that an employee was involved or provided confidential information to a robber.  As a result, managers must pay close attention to their employees.  This which should be considered are the employees’ personal habits, financial situations; who their friends and associates are; whether there is any possible substance abuse problems and whether any have a criminal history.  Thorough pre-employment background screening and integrity testing should be completed prior to making a job offer.  In addition, managers should communicate any suspicions with corporate personnel or the business owners.  
There isn’t any question that robberies are indeed a traumatic and frightening experience, but with adequate information and appropriate training, employees can greatly increase the odds that the robber will be caught and decrease the likelihood of any injuries.  As such, any effective robbery prevention and post-robbery follow-up program should contain information on prevention, safety and follow-up procedures.  Prior to creating a robbery prevention program, business owners and managers should perform a careful analysis of both their physical security equipment and their business’ operational procedures.  This will ensure that the appropriate equipment is in place, and that every measure has been taken that will help reduce the risk of a robbery.  Once this is completed, management should compile a thorough guideline for employee safety and post- robbery follow-up procedures.
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